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Key Security Incidents 



Cyber Security Guidelines 



Cyber Security Guidelines – Access Restrictions 



Cyber Security Guidelines – contd… 



Use DNS – 1.10.10.10 / 2409::1 

1.10.10.10 / 2409::1 
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AIIMS - INCIDENT 



Supply Chain Security 



NIC-CERT 

What is this? 



NIC-CERT 

Server Mother Board with Implant Chip 



NIC-CERT 

How the Hack was alleged to be Done 



Supply Chain Risk Mitigation 

• Avoid Sharing Project name, Model & Specs of 

existing devices, in public RFP/Tenders 

 

• Sign NDA with bidders, before sharing details 

 

• Share necessary details in printed document with 

unique watermarking for each document  

 

 

 



Supply Chain Risk Mitigation 

• Update Firmware & BIOS regularly 

 

• Obtain the hash of patch/updates from OEM and 

verify the integrity of the downloaded patch/update 

 

 

 

 

 

• Block All Outbound communication from 

Data Centre, allow communications on a 

need basis 



Phishing Attacks 



 Phishing Mail 

Hi, 

You have consumed 100% of your google 

free storage. You will not be able to 

send/receive emails and cannot store any 

additional data in your google account. To 

continue using the google account, please 

delete your files or you can purchase 

additional storage space. Click here to 

continue 

https://accounts.google.myaccount.com/login  

https://accounts.google.myaccount.com/login


 Phishing Mail 



Phishing Mail : What you can Do? 

1. Report Phishing Incidents : 

  incident@cert-in.org.in  / incident@nic.in  

2. Don’t open attachments and Don’t click on the links 

and Don’t Forward Phishing Mails to other users 

3. Don’t upload Phishing mail samples or attachments to 

external sites like Virustotal.com 

mailto:incident@nic-cert.nic.in
mailto:incident@nic-cert.nic.in
mailto:incident@nic-cert.nic.in
mailto:incident@nic.in


Mobile Security 



Fake Aarogyasetu App - Login 



Aarogya Setu - Fake App 



Phone Permissions Required By Fake 

App 



Mobile Platform Risks 

Insecure App Coding 

App Hacking / 

Reverse Engineering 

Cryptographic Key 

Theft 

Rooted / Jailbroken 

Devices 

Outdated OS Security 

Vulnerabilities 

Malware 

Device Risks 

App Risks 



Basic Mobile Hygiene  

If users provide you with, or your app accesses or uses user names, passwords, 

or other log-in or personal information, you must make users aware that this 

information will be available to your app, and you must provide legally adequate 

privacy notice and protection for those users. (Section 4.3 of the Android Market 

Developer Distribution Agreement) It is important to respect user privacy if 

certain parameters, such as demographics or location, are passed to ad 

networks for targeting purposes. Let your users know and give them  a chance 

to opt out of these features. (Android Training for App Developers  - Monetizing 

Your App: Advertising without Compromising User Experience) 

 

Use strong and difficult-to-guess passwords for your 

computer and mobile phone. 

Use the latest versions of operating systems, applications 

and browsers. Don’t jailbreak or root mobile devices.  

Install and update software applications promptly. Do 

not download files from untrusted sources. Download 

applications from official application store only. 

Use secure peripheral devices and disable any network 
functionality when not in use (e.g. Wi-Fi, Bluetooth, 
NFC etc.). Avoid connecting to Public Wifi Hotspots 



Server & App Security 



Security Measures @ Server 

• Periodic Security Audit of App and Infra 

• Geofence Applications/Websites  

• HIPS for host level DPI, Virtual Patching & Integrity Monitoring 

• Web Application Firewall for Application Layer Inspection 

• Offload SSL/TLS Certificates before Network IPS  

• Host Level Firewall for lateral movement restriction 

• Security Audit of Platform and Application 

• Log Analysis & Offline/Offsite Backup 
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